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Abstract  

Due to malicious anchor nodes in the three dimensional underwater sensor nodes, effective 

localization based routing algorithm under malicious anchor has been considered as importance 

of the particular research. Many traditional localization based routing model has been 

implemented for monitoring activities on the acoustic network, despite of many advantage of 

the location based routing technique, still many challenge has been continuing in terms of 

coverage and connectivity. In order to tackle those challenges, a new localization based 

protocol named as Malicious Anchors Voting based Error Specific Localization Algorithm has 

been proposed to Underwater Acoustic Sensor Network under Doppler Effect and multipath 

propagation. In this work, error specific localization of the nodes has been applied as one of 

the important technique that increases system scalability and reduces attacks propagating in the 

sensor nodes. The proposed model decide the proper detection and communication of events 

of interest in UWSN due to unstable underwater environment by reducing irrelevant attack 

features in the trace file on utilizing multiple voting mechanism on the nodes such as Clock 

Synchronization , motion of the sensor nodes, distance between the sink node and sensor node. 

On computation of those information’s, malicious anchor nodes have been localized. Those 

localized node are further processed using Cooperative localization for determining maximum 

localization coverage ranges for data communication on association weight using reputation 

mechanism. Trust based authentication has ability to adapt to the changes of the distance value 

during data communication on multi hop communications using localization function on 

weighted average of nodes Reputation scheme. On simulation analysis on Matlab, proposed 

model has been compared with existing schemes to demonstrate the effectiveness of the 

proposed scheme especially in detecting and preventing malicious anchor node and providing 



Webology (ISSN: 1735-188X) 

Volume 18, Number 6, 2021 

 

1088                                                                http://www.webology.org 

good communication and networking performances in terms of Average Localization Error 

with Inconsistent Malicious Anchor, Average Localization error with inconsistent distance 

threshold,  Localization coverage Ratio and program running time. Finally it has been proved 

that proposed model attains better benefits on both localization coverage ratio and Localization 

Error with Inconsistent Threshold node to produce the effective localization in underwater 

environment.  

Keywords: Underwater Acoustic Wireless Sensor Network, Robust Localization, Voting,  

Transmission Distance, Malicious Anchor, Reputation, Coverage, Trust Analysis  

1. Introduction  

                Underwater Acoustic Wireless Sensor Network has made great progress and 

attracted more and more researcher’s attention due to growth of the wide application demands, 

such as the environmental monitoring, pollution control, disaster forecast and military 

activities. In underwater environments, the electromagnetic wave signal will be affected by the 

strong attenuation caused by the propagation medium[1]. Fortunately, by using the acoustic 

wave, we can achieve a reliable data transmission over a long distance at a relative low 

frequency [2]. However, due to the high complexity of the underwater environment and the 

slow propagation speed of the underwater acoustic wave, there are still lots of problems about 

the quality of the communication need to be solved, such as limited frequency bandwidth, long 

communication delay, and so on. Furthermore, the cost of node localization is high in order to 

maintain a good communication performance for the underwater acoustic sensor networks.  

                   At present, many traditional techniques have employed towards data 

communication in underwater acoustic sensor network.  However, in practice, the localization 

of the underwater sensor nodes is limited under malicious activities, and it is difficult to handle 

Doppler Effect which requires large amount of anchor node planning. To improve the 

localization coverage ratio of the Underwater Acoustic Wireless Sensor Network, reputation 

based algorithm has been proposed on utilizing Trust analysis and Clock Synchronization 

techniques. Nodes of the particular network are adopted with multi hop communication in 

which the end to end communication over long distance is assisted by sink nodes which is 

considered as relay nodes[3]. It is considered as most efficient way to realize the localization 

optimization for the multi-hop sensor network. In addition, it keeps good communication 

performance and achieves the goal of a minimizing the localization error.  

                      The rest of the paper is organized as follows In Section 2, the related work about 

the Detection and elimination algorithm for the underwater acoustic sensor networks against 

malicious anchor has been presented. The related models mentioned in this paper. In Section 

3, we present the proposed Malicious anchor Voting based Error Specific localization scheme 

for the multi-hop underwater acoustic sensor network. The simulation results of the proposed 

model are presented in Section 4. Finally, a conclusion of the work is provided in Section 5. 

 

2. Related work 
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                 In this section, various existing model enumerating localization techniques on 

underwater acoustic wireless sensor network has analysed on basis of localization error and 

coverage aspects towards efficient data communication between nodes in detail as follows 

2.1.Reputation Specific Unequal layered Localization Algorithm 

                In this method, Reputation scheduling scheme has been analysed in depth as sensor 

nodes and autonomous underwater vehicles in this network can dynamically choose to 

malicious activities or work to adapt to the environmental change [4]. It dynamically 

determines a sufficient number of active nodes in the UASN at different times, such that the 

targets required to be detected are covered for effective data communication using improved 

reputation balanced unequal layered localization algorithm. Multi-population of the 

localization specific algorithm determines the normal anchor node against malicious anchor 

node through distance based localization.  

3. Proposed model 

          In this section , a new frontier approach named as Malicious Anchor voting based error 

specific localization algorithm based on the trust analysis and Reputation of localization 

mechanism has been developed to identify the malicious anchor node in the network of 

interacting with normal anchor nodes on specific topology has been designed using various 

localization specific constraints as follows 

3.1. Network Model  

                In this work, underwater sensor nodes deployed to monitor the underwater 

environment and the activities of the marine life[5]. Network deployed with n sensor including 

base station and AUVs which is randomly deployed. Each sensor is associated with a sphere 

sensing range.[6] A base station (BS) is set up above the sea level or in a neritic zone to collect 

the transmitted messages. The AUV is utilized to assist the communication between each 

underwater sensor node and the sink node. Sensor node varies on four modes such as active, 

asleep, malfunctioned, and dead[7].  

                     Only active sensors serve to detect targets and consume their battery power. To 

save power, sensors that are not active can be turned off, said to sleep. In practice, sensors may 

be temporarily malfunctioned, and could be recovered later. A sensor may be dead due to 

battery power depletion, or get lost due to external factors (e.g., flushed by ocean currents) . 

Due to different sensor modes, the number and IDs of active sensors vary at different times. 

According to the UASN, configuration, the proposed scheme decides a sleep schedule[8]. Sleep 

schedule is decided for using the updated information of survival sensors. 

3.2.Clustering of Underwater Acoustic Wireless Sensor Network – Distance and 

Coverage 

           In this section, Leach [9] based Clustering model is applied to arrange the sensor nodes 

in cluster on basis of localization of the anchor nodes. Further it identifies the cluster head on 

basis of residual energy of the node and number of neighbour nodes. Cluster head selection is 
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carried out to ensure uniform distribution of energy among the sensors, and consequently 

increasing the lifespan of a sensor network. After selection of the cluster head, the cluster head 

periodically collect, aggregate, and forward data to the BS using the minimum energy (cost) 

routing.  

                 AUV in the UASN can always collect the data of each CH node correctly as long as 

the AUV can be close enough to the CH node due to the powerful energy supply of AUV. The 

optimal design of AUV data collection path among the CH nodes carried out using principle 

component analysis which is described in detail in next subsection. Sensor node consumes 

most of its power on communication, especially when it needs to transmit its data to the BS 

which is located far away from the WSN.  

In the clustering algorithm, each underwater sensor node firstly counts the number of 

neighboring nodes within d transmitting hops, which is called the potential number of n CH 

nodes based on d-hop for each underwater sensor node. Then the node with maximum potential 

number of n CH nodes based on d-hop is selected as the CH node in each locality. It means 

that if an underwater sensor node can connect with more neighboring nodes within its effective 

communication range, it is more likely to become the CH node.  

3.3.Trust Analysis against Malicious Anchor 

               In this part, Trust Analysis of the anchor node has been decided on basis of various 

factors to node for data communication on localization and reputation mechanism. Especially 

connectivity and localization coverage considered as primary factor. In acoustic network, trace 

file collects ambient noise, water temperature, Phase velocity, Wave Number, residual energy 

of the node, queue length, energy density of neighbour nodes, motion of the sensor nodes, 

distance between the sink node and sensor node and data traffic for classifying the anchor node 

on basis of the reputation trust . Figure 1 represents the localization of proposed work. 

 

Figure 1: Localization of  UASN 
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              Employment of localization reduces the energy consumption and increase the data 

communication speed on uniform distribution of nodes to the network [10]. Further trust 

analysis reduces the attribute set of trace file on elimination of irrelevant attributes. Finally it 

predicts the effective anchor node against malicious node 

Algorithm 1: Detecting Malicious Nodes 

Input: Revocation and Resilience Constraints of Anchor Node  

Output: Malicious Node 

Process:  

Compute Maximal transmission Distance R on inconsistent malicious Degree D 

          Determine Confidence Value of the Gaussian Random Variables   

Ce=e   

               Variance is the factor of node with same direction of another node  

             Where  is the Transmission  value of the dist(X,Y) of position Coordinates  

Transmission Value Corresponds to variance of each anchor nodes 

            Extract Top 10 transmission values of the Localization Ce 

                 Trust analysis computes effective anchor node set of the position Coodinates  for 

effective data commuication on strong connectivity and coverage. Moreover, due to the 

changes of the inferences among the sensor nodes and the distance to the sink node for each 

sensor node, the selection of the node will not change  mobility of the underwater sensor node 

caused by the ocean currents. In order to properly simulate the malicious anchor node among 

the normal anchor nodes in actual situation, voting mechanism has been employed.  

3.4. Node Reputation Computation using Voting mechanism 

                   The reputation of Node of each underwater sensor node can be obtained using 

voting based scheme to compute effective anchor node among other malicious node using 

probability density function. Node Localization calculates the motion of the node with respect 

to the position coordinates. On establishing the coordinates for the reputation of node on the 

particular surface of sea and assuming the location of sensor node as L(p,q). Distance between 

the Sensor node on x axis is given as Dx and y axis as Dy computed as 

                Dx = x =
δ(p,q,t)

δy
    Computation for x axis 

                Dy = x =
δ(p,q,t)

δx
  Computation for y axis 

Further probability density function is given as  
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   Probability Density function µ (p, q, t ) = tanh[
q−B(t) sin k(ct)

cosK(ct)
 ] 

                   In above equation, c represents the phase velocity of the measured coordinates of 

the sensor node, k represents the wave number and B(t) means the amplitude function of the 

anchor and malicious node. By using the Probability Density function, time synchronization of 

each underwater sensor node can be calculated under various clock domains. Cluster structure 

of the proposed model is built in a decentralized way by which each underwater sensor node 

only needs to communicate with neighbour nodes using distance measurements. This avoids 

the large amount of global update information produced by the central controller to identify the 

malicious anchor node, which will cost much energy resource for data transmission.  

                 In the voting  based approach, complex situation brought by the data transmission 

collision and long delay in the network can be reduced and efficiently mapped to the weight 

from node x following to node z. More importantly, it is not necessary for the distributed 

clustering approach to obtain the exact locations of each underwater sensor nodes but just need 

the relative locations of them, which avoids the localization problem for each underwater 

sensor node in a centralized clustering approach. Voting based node reputation and 

Localization error is optimized using coverage ratio through output activation function 

                    Coverage ratio p = 
Neighbour Node n 

Number of sensor node N
 

           On Computation of p, the larger the covering ratio is, the higher the probability of 

becoming the CH node for the underwater sensor node. However, the CH node needs to 

consume more energy due to the data aggregating and relaying operations, which leads to the 

prematurely die of the underwater sensor node with largest covering ratio, and then causes the 

energy hole problem. ANN using forward propagation eliminates the node selection problem.  

 Algorithm 2: Voting based mechanism   

Input: Transmission model, Communication Hops H, Probability Density Function B, Phase 

velocity, Anchor Signal N, Euclidean Distance ED 

Output: Reputation Node for Data Communication 

Process 

While ED> 0 do 

     Anchor Node broadcast information Init_msg 

For each Node Ni do 

Calculate Positive Vote against Transmission Distance Li with Respect to Transmission Delay 

Ti  

Endfor 

While Threshold Based Confidence Value Ti> 0 do  
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Receive the Malicious node information on basis position coordinates 

     If (ID<M Li) Inconsistent Malicious degree 

Then \\ If the number of Anchor Node A from an underwater sensor node Ni to the neighbor 

node identified by eliminating the malicious anchor node on location references  

     forward Anchor node information to neighbour  

      \\ the node will forward the broadcast information of the node n\\ 

     for each Ni do  

      Send Mean Square Error of node based on Reputation Value in identity matrix Im 

Voting function on iterative localization () 

           ( ) tanhIm= (x1-x2)(y1-y2) 

    endfor 

  endif 

endwhile 

                 On the broadcasting phase, the anchor node will broadcast a short package to each 

underwater sensor node, which contains the transmitting time of localization scheme. Hence 

localization reputation mechanism for the underwater sensor node has been employed using 

voting mechanism to implement a unified control of each underwater sensor node. On one 

hand, the underwater sensor node will maintain a large effective communication and Coverage 

range when its localization algorithm is sufficient.      

4. Simulation Results  

              Simulation of the proposed malicious anchor node detection and elimiation algorithm 

for underwater acoustic sensor network is experimented and it is performed using Maltab 2013 

simulator [11]. In this way, the uncertainty of the underwater acoustic communication 

environment [12] is simulated. In this deployment of the sensor node and its various 

configuration of the network with parameter setting has been provided in the table1 

Table1: Network Configuration Setting 

Parameter Configuration Value 

Network Coverage Area 1000*1000m2 

Number of underwater Acoustic Sensor 

Nodes 

50 

Initial Energy of Node 1000 Joules 

Signal Frequency 12khz 
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Modulation mode OFDM 

Maximum Wind Speed 15m/s 

 

                  Based on the above configuration setting, network results for proposed and existing 

scheme has presented respectively in terms of Average Localization Error [14] and Average 

Localization Ratio against inconsistence distance threshold. Figure 3 represents the 

performance analysis of the Localization error schemes of UASN. 

 

Figure 2: Performance of Average localization Error with Anchor Present  

                On analysis, the Malicious anchor identification and elimination through trust and 

reputation analysis using voting scheme in proposed scheme produces localization accuracy 

than that in existing scheme.  Localization coverage ratio denotes that the percent between the 

number of localized nodes and all sensor nodes at certain percent ratio of anchor nodes is 

represented in the figure 3. 
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Figure 3: Performance Analysis of Average Localization Error against Inconsistent 

Malicious Degree 

            Obviously, localization coverage ratio will increase when the number of anchor nodes 

and sensor nodes increases. The proposed is gradually more than that in the existing scheme. 

The package delivery ratio is defined as the ratio of the packages successfully received by all 

underwater sensor nodes to the total transmitting package. Figure 3 represents the performance 

analysis of the energy efficient scheme of UASN.  

 

Figure 4: Performance Analysis of Average Localization Error with Malicious Anchor Percent 

                 Package delivery ratio performance of the proposed scheme is higher than existing 

scheme as it produces effective coverage for the nodes. Better Connectivity of the nodes can 

achieve a good communication performance.  Figure 4 Represent performance analysis of the 

average localization error with presence of malicious anchor nodes.  

 

Figure 5: Performance Analysis of Average Localization Error with Transmission range  
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               Average localization Error computation is necessary and sufficient conditions to 

guarantee a bounded error during 3-dimensional location of the malicious anchor node 

identification. Figure 5 provides the performance analysis of transmission range of localization 

error. Table 2 describes the performance value of the energy efficient schemes.  

Table 2: Performance Evaluation of the Localization Mechanism of UASN 

Technique Average 

Localization 

Error 

Program 

Running Time 

Malicious Anchor Node Voting based Error 

Specific Localization- Proposed 

96.87 6.89 MS 

Malicious Anchors voting Based Cooperative 

Localization – Existing 1 

91.87 19.56 ms 

Minimum Mean Square Error based  

Localization – Existing 2 

89.23 21.56ms 

 

                   Moreover, with the increase of the number of the underwater sensor nodes, the 

network life time of the scheme would be in high level. Finally proposed scheme has proved 

that it can achieve the goal of effectively optimizing the system energy as well as providing a 

good communication performance.  

 

Figure 6: Performance Analysis of Location Coverage Ratio with present of Anchor node 

             In addition the proposed model has been demonstrates with localization coverage ratio 

with present of anchor nodes towards trust analysis. Finally, influence of the localization 

coverage area for the proposed scheme has been analysed with considering the mobility of the 

underwater sensor nodes. 
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Figure 7: Performance Analysis of Location Coverage Ratio with present of Malicious  Anchor 

node 

             As a result, simulation results verify that our MVCL algorithm can handle such 

networks case in the existence of malicious anchors. Moreover, the above result tallies with the 

necessary and sufficient conditions to guarantee a bounded localization error as presented in 

the figure 6 with respect to malicious anchor node 

 

Figure 8: Program running Time analysis of Malicious Anchor Present 

                   Moreover, with the increase of the number of the underwater sensor nodes, the 

malicious node identification time would be in high. Finally proposed scheme has proved that 

it can achieve the goal of effectively optimizing the system energy as well as providing a good 

communication performance as presented in the figure 8. 
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Figure 9: Localization Coverage Ratio with Transmission Range   

                 It can be concluded from results that localization coverage ratio of MVCL is larger 

than that of MMSE and proposed model along with different anchor percents, while average 

localization error of MVCL is much smaller than that of MMSE and proposed model under 

different anchor present has represented in the figure  

Conclusion  

 Malicious Anchor Voting based Error Specific localization Algorithm for Underwater 

Acoustic Sensor Network has been designed and simulated in this work. Proposed model 

utilizes the trust analysis for malicious anchor node elimination. The voting based scheme has 

been computed using reputation of node for malicious node prediction under various threshold 

and transmission range. As a consequence, the simulation results demonstrate that the system 

can effectively on localization of position coordinates of the anchor node. Finally proposed 

model has been analysed on terms of connectivity and coverage on various aspects of the 

scheme using Average localization ratio and programming time.  
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